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CRITICAL operations (recovery time 0-2 days): Critical operations are those tasks which must be continuously performed in support of either: (a) response and immediate recovery of NSA Naples’ missions and protection of personnel/property, or (b) those tasks that support higher echelons providing direct support of forward deployed operational forces.
ESSENTIAL operations (day 2-5):  Essential operations are those tasks which can be delayed due to their decreased relevance regarding the response effort, but need to be established in order to support long-term recovery operations. Expansion of capabilities from Phase I to Phase II will normally, but not necessarily result in increased staff and equipment requirements.

ROUTINE operations (day 5-12):  Routine operations are those tasks normally undertaken by the entity, assuming infrastructure such as IT, heating, water, etc. have been re-established and that conditions allow for all staff members to return to work; albeit at an alternate location.  

SAMPLE ACTIVITY/PROCESS ANALYSIS
	Activity
	Impact
	Recovery Time

	Provide Personnel Accounting and Strength Reporting
	Critical
	0-2 Days

	Provide Environmental Remediation
	Critical
	0-2 Days

	Interagency Coordination
	Critical
	0-2 Days

	Resource Management
	Critical
	0-2 Days

	Communicate Information 
	Critical
	0-2 Days

	Analyze Mission and Current Situation
	Critical
	0-2 Days

	Prepare Plans/Orders
	Critical
	0-2 Days

	Direct, Lead, and Coordinate Forces
	Critical
	0-2 Days

	Enhance Survivability
	Critical
	0-2 Days

	Provide Emergency Management
	Critical
	0-2 Days

	
	
	

	Equipment Management
	Essential
	2-5 Days

	
	
	

	Monthly / Quarterly reports
	Routine
	5-12 Days

	Personnel Evaluations
	Routine
	5-12 Days

	EM/ICS Training
	Routine
	5-12 Days


0 - 2 Days
	Activity
	Number of Staff required
	Alternate Location
	Hardware (Cell, laptop, hard drive)
	Software (MS Office, etc.)
	Other (equipment, specialist items tables, etc.)
	Telework Capable?

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


2 – 5 Days
	Activity
	Number of Staff required
	Alternate Location
	Hardware (Cell, laptop, hard drive)
	Software (MS Office, etc.)
	Other (equipment, specialist items tables, etc.)
	Telework Capable?

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


5 - 12 Days

	Activity
	Number of Staff required
	Alternate Location
	Hardware (Cell, laptop, hard drive)
	Software (MS Office, etc.)
	Other (equipment, specialist items tables, etc.)
	Telework Capable?

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Hazard/Threat Analysis

	Key Threats to your organization’s operation
	Potential Triggers
	What organizational activities/processes would be affected
	Current Mitigation Strategy

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


SAMPLE THREAT ANALYSIS
	Key Hazards
	Potential Triggers
	What would be affected
	Current Mitigation

	1. Loss of IT
	1. 1. Loss of off-base feed 

2. 2. Loss of Power

3. 3. Loss of Server  
	1. Administrative functions

2. Loss of data
	1. Lap top Computers 2. Alternate site is fed by separate ONENet Servers.

	2. Loss of Utilities
	1. Loss of off-base feed

2. Loss of transformer

3. Localized damage to systems
	1. Administrative functions

2. Loss of data

3. Equipment damage
	1. Backup generator

	3. Illness (Seasonal Flu)
	1. Pandemic

2. High local rate of seasonal incidence
	1. Number of staff personnel available
	1. Flu shots

2. Tele-work

3. Social distancing protocols

	4. Security Threats


	1. Insider threat

2. PII/Classified Information loss or dissemination

3. Cyber Terrorism
	1. US/HN relations

2. USN image

3. Coastline/ Facebook errors
	1. Strictly controlled access

2. PDF submissions to publisher

3. Verification of potential classified information

	5. Fire
	1. Dry summer

2. Accidental ignition

3. Vehicle accident
	1. Access to and ability to remain in the building

2. Equipment damage

3. Hard copy document damage
	1. Installed fire suppression

2. Fire sensing equipment

3. Most PAO processes do not require hard copy documentation

	6. Flooding
	1. Heavy rainfall

2. Damage to infrastructure (water main rupture)

3. Sprinkler activation
	1. Access to and ability to remain in the building

2. Equipment damage

3. Hard copy document damage
	1. Advance warning (rainfall)

2. Hard copy minimization



	7. Tornado/Hazardous Weather


	1. Natural Hazards
	1. Physical damage to structure

2. Equipment damage
	1. Early warning

2. Data backup on C4I portal

3. Designated alternate operational facilities


For comments and/or questions regarding this product, please contact:

Emergency Management (N37)

NSA Naples, Italy

DSN: 314-626-3585/5057
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